Two-step verification required for all

MyChart accounts

What is two-step verification?

Two-step verification is a security protocol that enhances the security of your account by using a
secondary device or account to verify your identity. It adds a quick step to the login process to help
make sure the user is who they say they are. Using two-step verification to protect online accounts is
a common practice among healthcare and other organizations that deal with secure information.

What can | expect the first time | log in?

If you do not currently have two-step verification enabled, the next time you log in after May 18, 2025,
you will be guided through setting it up for your MyChart account. You can choose to use email or
text messaging for two-step verification. Ensure that your email address and/or mobile number are
correct so you can receive the login code.

UW Medicine | 4,7 Fred Hutch UW Medicine | 4,7 Fred Hutch

Cancer Center /. Cancer Center

Set Up Two-Step Verification Verify Your Identity

Two-step verification allows us to keep your account secure even if somebody knows your password. After turning on this security feature, when you log in *Indicates a required field.
from a new device we will ask you for an additional verification code. This will help make sure only you have access to your account. . . . - .

v P Y Y Two-step verification uses the contact information we have on file to verify your identity. Before we begin, please make
sure the information below is up to date.

Your email

Your mobile phone

T R RS A GO Ul | Cancel and log out

How do | receive a two-step verification login code?

When you log into your MyChart account, you will be prompted to select email or text message to
receive a single-use six-digit login code that must be used to complete logging in.
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Verify Your Identity
*Indicates a required field.

We've sent a 6-digit security code to XXXXXXXX
The code expires after 10 minutes. Make sure to check your junk and spam folders.

Learn more
*Enter Code
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Didn't receive a code?
Resend code
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Things to remember:

« Do not close the MyChart webpage while waiting for the login code to be delivered.

+ Open anew browser tab if using the same browser to access your email.

+ If on the mobile MyChart app, keep the app open while accessing your six-digit login code via
email or text message in a different application. If you mistakenly close the MyChart app, you
will need to select “resend code” for MyChart to send a new code.

How often will | need to use two-step verification?

When this feature is turned on, you will need a new login code each time you access your account.
You can select the “Trust this device” option when logging in with your code, which means you
won't be required to enter a code on that browser or device for the next 30-days.

How can | prepare for this upcoming
security change?

From the MyChart menu, go to the Personal
Information page and verify your email address
and phone number are updated. You can also
turn on two-step verification from the Security
Settings page by choosing to Verify with email
or text message.

Personal Information

Please enter , and click Save C! changes. Allow upto 2 b information pdated in record

UW Medicine and Fred Hutchinson Cancer Center To better serve all of our patients, optional firelds have been added to the
Details About Me section. You are not required to complete these.

What if | do not receive my login code?

\
Your Menu e

Q Search the menu

Account Settings

Personal Information

& Security Settings

& Personalize

Security Settings

Two-Step Verification Settings
Two-step verification is an additional level of security to help keep your account secure even if someone has your password.

iter code to continue:
If you do not receive the code, check your email’s spam or - j: d —
junk folder and any other email addresses associated with -
your account. If you still have not received a code, click the
“Resend code” link. Verify
What do | do if | am unable to access my account? — : -
If you need help with MyChart, please call the o ;::m;ﬂ

MyChart Help at 855-520-5151. Available Monday-Friday,

8:00 a.m.-6:30 p.m., excluding public holidays.

4,7 Fred Hutch

A Cancer Center

UW Medicine



